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Who am I
Systems Programmer by trade

Pull apart hardware as a hobby

Just a grumpy guy, annoyed by change

... but I want be 'constructive' about it
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This talk
What is wrong with current Laptops?

How much can I change the hardware?

What is needed to change the software?

How does the firmware get flashed?

What can we do next?
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Chapter 1: Why
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Why did I start my fight?
Today's hardware is just not for me

To be fair, I'm a small group

New features at the  of old ones?

I want you to feel like you  do something about it
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Laptop evolution
Keep getting smaller - this is good

At the expense of ports, durability, keys - this is bad

 
- The Onion (2009)
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My ideal laptop
Easily portable

Suitable for all-day use

(all-day battery would be nice)

Runs Linux

No blobs

Actually is a laptop

Durable
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Scope
Washing-list of changes I want

Skills to do only one or two things

Look at my needs and focus on the important things

What could I do about the Keyboard on newer laptops?
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Thinkpad Keyboards - "classic"

701c (1995) x30 (2002)

z61m (2006) x220 (2011) My fight with modern laptops: 10/61



Thinkpad Keyboards - "modern"

x230 (2012) x1 gen2 (2014)

x1 gen3 (2015) x270 (2017) My fight with modern laptops: 11/61



Some 'strange' design

x1 gen2 (2014)
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Keyboards - old and new

Thinkpad x220 Thinkpad x230

PRO:

All the usual keys

"Standard" layout

Spacing helps to find keys

CON:

Deleted keys / Strange locations

Worse 'feel'

No capslock light
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Chapter 2: Hardware replacement
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Replacing the x230 keyboard
Keyboard Connector just works...

x220 Keyboard x230 Motherboard
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Replacing the x230 keyboard
but.. Backlight and Burnouts
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Not easy to see the burn marks
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Replacing the x230 keyboard
Many of the top-row keys dont work

The Fn-Combos didnt match the icons

x220

x230
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Replacing the x230 keyboard
Others have solved this...

http://forum.thinkpads.com/viewtopic.php?f=69&t=104889#p718202
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Its all just software...
Schematics show all the dead keys are connected
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... but software sucks
Disassembled firmware from 10 years ago exists (http://ec.gnost.info/)

This can be used like a Rosetta stone

T43 ec.s (viewed in less)

x220 EC firmware (viewed in HT Editor)

x230 EC firmware (viewed in HT Editor)
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The Embedded Controller, or "EC"

EC

Battery
I2C

Keyboard

Trackpoint

CPU

RAM

SouthbridgeHigh speed bus LPC

SSD

SATA
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Chapter 3: Tools
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Breakthrough in EC firmware
Matthew Chapman blogs about Battery
Hacking

(See the talk before this one :-)

His mec-tools software:

Works with Thinkpad x230 EC
Firmware

Decrypt/encrypts

Recalculates the checksums
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More Reverse Engineering
Simply patching keyLocTab doesnt fully work

The Radare2 tool had support for the ARCompact instruction set

Firmware excerpt - before fixing Radare2
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Radare needed improvement
Radare2 ARC support actually quite flakey

E.G: scrolling backwards ended up going forwards!

Worse, the ARCompact support appeared to be half missing

Big endian only, no jump delay slot, jumps targets all wrong, no illegal
instruction detection
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Improvements helped
Plenty of features still to add

Improved enough that analysis was usable

Same excerpt - after Radare2 fixes
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Radare is powerful
Improving it helped me learn it

Used it to return to looking for structures

Naming the keytab
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Searching for references
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Dumping the found ref
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Different dump format
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Following the next pointer
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Show the structure with known details
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Alias for "hexdump -C"

Quick and simple hexdumps

Easy to pipe into other tools

hd
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Visualises binary diffs

Interactive tool

vbindiff
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Hex editor (as seen earlier)

Simple disassembler

Flexible binary search

hte
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Searches bin for contents

Can extract all found

binwalk
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Chapter 4: Firmware Patching
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Looking for structures
EC Firmware has a large data section

Data turns out to be a large number of lists of lists

table.00021510:

...

keysym_stuff

...

keysym_stuff:

0x110 table_keysym

table_live_key_map

table.00021a0c

keysym array
col 0 col 1 col 2 ...

row 0 ` 1 Q ...
row 1 F1 2 W ...
row 2 F2 3 E ...

...

bitmap

0000 0000 1001 ...

dragons

a0 97 00 00
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Collaboration
Connect with Nitrocaster - points me at the 'live key bitmap'

Together, we find the structure for "both" kinds of Fn+Combo key maps

table.00021510:

...

fn_key_complex

numpad

keysym_stuff

...

fn_key_complex:

0x8 jump_table.0x0002164c

0x1b fn_key_map1

numpad?

0xb2 table.000216b4

0x40

table_numpad2

table_numpad1

0xb replacements

keysym_stuff:

0x110 table_keysym

table_live_key_map

table.00021a0c

jump_table

fn_ptr...

fn keysym

0xc0 F3

0xc7 F4

...

fn keysym meta

'B' BREAK 0x2

'S' SYSRQ 0x0

...

keysym array ...

bitmap ...
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ptr_00003f50:ptr_00003f58:ptr_00003f60:table_03f64:

ptr_000211bc:

ptr_0002121c:

ptr_00021224:

ptr_000214a4:

ptr_000214e4:

delayTab1:list_delayTab1:

keyboard:

ptr_00021e48:

ptr_00021f70:

list_complex_keys:

replacements:

list_matrix:

ptr_00021aa8:

ptr_00021e68:

ptr_00021e44:

ptr_00021f60:

complex_jumptab:

complex_keys:

ptr_000216b4:

numpad1_keys:

numpad2_keys:

fn_keys:

matrix:

livekeys_map:

ptr_00021a0c:

ptr_000215c4:

ptr_00021c70:ptr_00021c78:ptr_00021c7c:

ptr_00021c84:ptr_00021c8c:ptr_00021c90:

ptr_00021c98:ptr_00021ca0:ptr_00021ca4:

ptr_00021cac:ptr_00021cb4:ptr_00021cb8:

ptr_00021cc0:ptr_00021cc8:ptr_00021ccc:

ptr_00021cd4:ptr_00021cdc:ptr_00021ce0:

ptr_00021ce8:ptr_00021cf0:ptr_00021cf4:

ptr_00021cfc:ptr_00021d04:ptr_00021d08:

ptr_00021d10:

ptr_00021d40:

ptr_00021d48:

ptr_00021d50:ptr_00021d58:ptr_00021d5c:

ptr_00021d64:ptr_00021d6c:ptr_00021d70:

ptr_00021d78:ptr_00021d80:ptr_00021d84:

ptr_00021d8c:ptr_00021d94:ptr_00021d98:

ptr_00021da0:ptr_00021da8:ptr_00021dac:

ptr_00021db4:ptr_00021dbc:ptr_00021dc0:

ptr_00021dc8:ptr_00021dd0:ptr_00021dd4:

ptr_00021ddc:ptr_00021de4:ptr_00021de8:

ptr_00021df0:

ptr_00021e20:

ptr_00021e28:

ptr_00021e30:ptr_00021e38:

ptr_00021f28:

ptr_00021f44:

My fight with modern laptops: 41/61



Success!
After patching, a functionally complete replacement

Hacked x230 My fight with modern laptops: 42/61



Chapter 5: Community
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Initial publish
Nitrocaster starts a thinkpads.com
forum thread

We explain what we have done

People can't really follow easily
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Polishing the project
Collect all the patches into a repo

Start writing installation documentation

Discover who my audience actually is

Re-write the install docs

Try to streamline the process
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Issues with distribution
What is the licence on the firmware?

Just how much can I copy out without issues?

How to make it easy, without infringing?

What tools are even available?

on Windows?
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Supporting more hardware
Originally, just expected x230

Forum requests kept on appearing (Everyone has their own pet model)

In the end, support 7 different models (all of the xx30 series)

Repo structure was assuming just one
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Chapter 6: Digging into DOSFLASH
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Lenovo tools
Lenovo has a Windows tool, I didn't look at it

Bootable CD contains "dosflash.exe"

Boot to PC-DOS, no drivers, clean config

Runs dosflash

Loads firmware, *magic happens*
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Reversing dosflash
Need to have a DOS strace tool

Look at binary, djgpp CWSDPMI

Have source for djgpp

Can unpack the flat 32bit bin

Still no tracing, though
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Writing a kvm hypervisor
"Using the KVM API" - lwn.net

CWSDPMI interrupt calls

DOS interrupt calls

BIOS interrupt calls

Ralf Brown Interrupt List
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Keep improving
Trace DOSFLASH.EXE

Add missing featues (ACPI..)

Find the SMM calls

Document Protocol

dosflash.exe Call trace
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What is SMM, anyway?

SMM

Hypervisor

Supervisor

User

Hardware
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Progress stalled
Need a kernel driver and real hardware (dangerous)

x220 motherboard, ready for destructive testing
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How is the firmware protected?
x220, x230 - parts encrypted

x250 - better layout, looks similar
encryption

x260 - no encryption, probably
cryptographically signed

Binary signature?
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Winding up
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Next Steps
Enjoy using my 'upgraded' laptop

Continue tracing SMM

Build a USB keyboard adaptor

Try to get newer hardware

Look for alternative laptops
(open?)

Homebrew keyboard-usb adaptor
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Questions?

What Hardware do you want to improve?

github projects:
https://github.com/hamishcoleman/thinkpad-ec
https://github.com/hamishcoleman/thinkpad-dosflash
https://github.com/hamishcoleman/thinkpad-usbkb

talk slides:
http://www.zot.org/~hamish/2017lca.pdf
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Some Additional links

Resources

Old thinkpad EC disassembly: http://ec.gnost.info/
Using the KVM API: https://lwn.net/Articles/658511/
interrupt list: https://www.cs.cmu.edu/~ralf/files.html
forum.thinkpads.com thread: http://forum.thinkpads.com/viewtopic.php?
f=69&t=120776

Tools

mec tools: https://github.com/eigenmatt/mec-tools
radare2: http://www.radare.org/r/
hte: http://hte.sourceforge.net/
binwalk: http://binwalk.org/
vbindiff: https://github.com/madsen/vbindiff
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Additional slides
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Fake ACPI tables
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